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1. CONTACT DETAILS

(Information required under Section 51(1)(a) of the Act)
1.1 CONTACT DETAILS FOR CSVN
NAME OF BODY: COXWELL STEYN VISE AND NAUDE INC.

PHYSICAL ADDRESS: 31 SONGOZW!I STREET, LOUIS TRICHARDT,
0920 LIMPOPO

POSTAL ADDRESS: P O BOX 52, LOUIS TRICHARDT, 0920 LIMPOPO
WEBSITE: WWW.CSVN.CO.za
HEAD OF BODY: JOHN PHILIP MORTON

TEL: 015 5160116
EMAIL: JP@csvn.co.za
coxsvn@mweb.co.za
INFORMATION OFFICER: ZURELDA BASSON
TEL: 015 5160116
EMAIL: legalI8@csvn.co.za

DEPUTY INFORMATION
OFFICER : ZINTA WEPENER
TEL: 0155160116
EMAIL : legal4@csvn.co.za
1.1CONTACT DETAILS FOR THE INFORMATION REGULATOR OF SOUTH AFRICA

PHYSICAL ADDRESS: JD HOUSE, 27 STIEMENS STREET, BRAAMFONTEIN,
JOHANNESBURG, 2001, GAUTENG

POSTAL ADDRESS: P O BOX 31533, BRAAMFONTEIN, JOHANNESBURG,
2107 GAUTENG

EMAIL: Enquiries@inforegulator.org.za

TEL: 010 023 5200

COMPLAINTS: PAIAComplaints@inforegulator.org.za

WEBSITE: https://inforegulator.org.za
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2. INTRODUCTION

This Manual has been prepared in terms of Section 51 of the Promotion of
Access to Information Act No.2 of 2000 — “PAIA” and aims to assist
Requesters to request access to information in respect of documents,
records and/or personal information from CSVN as contemplated under
PAIA.

Amendments to this Manual may be made from time to time and as soon
as amendments have been effected in terms of the Act, the updated
version of the Manual will be set up in accordance with PAIA.

A Requester is invited to contact the Deputy Information Officer should he
or she require any further assistance in respect of the use or content of
this Manual.

This Manual sets out the obligations of COXWELL STEYN VISE & NAUDE
INC., a company registered in SOUTH AFRICA under Registration Number
2005/023386/21, whose registered office is at 31 SONGOZWI STREET,
LOUIS TRICHARDT, 0920 LIMPOPO (hereinafter referred to as “CSVN”),
regarding the protection of personal information and the rights of
employees, customers, business contacts etc. “data subjects” in respect
of their personal information under the Protection of Personal Information
Act or “POPIA”. The Protection of Personal Information Act means
legislation and regulations in force from time to time regulating the use of
personal information.

It further sets out CSVN'’s obligations regarding the collection, processing,
transfer, storage and disposal of personal information. The procedures
and principles set out herein must be followed at all times by CSVN, its
employees, agents, contractors or other parties working on behalf of
CSVN.

3. DEFINITIONS

(Undermentioned definitions are solely for the use in this Manual and are
not to be taken to be applicable to PAIA)

The undermentioned words or expressions will bear the following
meanings in this Manual namely :

“CSVN” means COXWELL STEYN VISE & NAUDE INC.
REGISTRATION NUMBER 2005/023386/21 — a Company
providing Professional Legal Services including legal
advice and legal representation to individual clients,
juristic entities, business and organisations;

“Client” means a natural or juristic person who receives services
and products from CSVN;
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“Consent”

means any voluntary, specific and informed expression of
will in terms of which permission is given to the
processing of personal information;

"Correspondence” means any  written and/or electronic

“data subject”

“de-identify”

“employee”
|II

“manua

“operator”

“PAIA”

“personal
information”
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communication exchanged between two or more
parties;

means a living identifiable person and/or juristic
person about whom CSVN holds personal
information;

means to delete any information that —

a) Identifies the data subject;

b) Can be used or manipulated by a reasonably
foreseeable method to identify the data
subject; or

c) Can be linked by a reasonably foreseeable
method to other information that identifies the
data subject;

means any person who works for or provides services on
behalf of CSVN and receives or is entitled to receive
remuneration therefore;

means this Manual, together with all Annexures relating
thereto as amended from time to time at the offices of
CSVN;

means a natural or legal person or organisation which
processes personal information on behalf of a responsible
party;

means the Promotion of Access to Information Act No. 2
of 2000 together with any Regulations published
thereunder;

means any information relating to an identifiable, living,

natural person and where it is applicable, an identifiable,

existing person, including, but not limited to :

a) Information relating to the race, gender, sex,
pregnancy, marital status, nationality, ethnic or social
origin, colour, sexual orientation, age, physical or
mental health, well-being, disability, religion,
conscience, belief, culture, language and birth of the
person;

b) Information relating to the education or the medical,
financial, criminal or employment history of the
person;

c¢) Any identifying number, symbol, email address,
physical address, telephone number, location
information, online identifier or other particular
assignment to the person;

d) The biometric information of the person;
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“personal information
breach”

“POPIA”

“processing”

“Requestor”

“responsible party”

“special personal
information”
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e) The personal opinions, views or preferences of the
person;

f) Correspondence sent by the person that is implicitly
or explicitly of a private or confidential nature or
further correspondence that would reveal the
contents of the original correspondence;

g) The views or opinions of another individual about the
person; and

h) The name of the person if it appears with other
personal information relating to the person or if the
disclosure of the name itself would reveal
information about the person;

means a breach of security leading to the accidental or
unlawful disclosure of, access to, or use of personal
information under the control of CSVN;

means the Protection of Personal Information Act No. 4
of 2013, together with any Regulations published
thereunder;

means any operation or set of operations performed on
personal information or sets of personal information,
whether or not by automated means, such as but not
limited to the collection, receipt, recording, organisation,
structuring, storage, adaptation and/or alteration,
retrieval, use, disclosure by transmission/dissemination
or otherwise making available, alignment, merging,
linking/combining, restriction, erasure or destruction
thereof;

means any natural or entity requesting access to a record
that is under the control of CSVN;

means the natural or juristic person or organisation
which, alone or jointly with others determines the
purposes and means of the processing of personal
information. For the purposes of this Policy, CSVN is the
responsible party for all personal information relating to
data subjects such as employees, customers, business
contacts, etc used in CSVN for commercial purposes;

a) the religious or philosophical beliefs, race or ethnic
origin, trade union membership, political persuasion,
health or sex life or biometric information of a data
subject; or
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“third party”
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b) the criminal behaviour of a data subject to the extent
that such information relates to :

1. the alleged commission by a data subject of any
offence; or

2. any proceedings in respect of any offence
allegedly committed by a data subject or the
disposal of such proceedings.

means any independent Contractor, Agent, Consultant,
Sub-Contractor, or other representative of CSVN;
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4. SCOPE

4.1 The Company is committed not only to the letter of the law, but also to the spirit of the law and
places high importance on the correct, lawful, and fair handling of all personal information,
respecting the legal rights, privacy, and trust of all individuals with whom it deals.

4.2 The Company's Information Officer is the person at the head of the Company or the person
acting in that position or the person duly appointed by the person at the head of the business.
The Information Officer is responsible for administering this Policy and for developing and
implementing any applicable related policies, procedures, and/or guidelines.

4.3 The Company's Information Officer has appointed Deputy Information Officers that will assist
him/her with ensuring compliance with the Protection of Personal Information Act. The most
recent details of the Information Officer and appointed deputies can be obtained from the
Human Resources Department.

4.4 All employees that are appointed in positions with an inherent function of the supervision of
others and/or performance of a Department/Division/Unit are responsible for ensuring that all
employees, agents, contractors. or other parties working on behalf of the CSVN comply with this
Policy and. where applicable, must implement such practices, processes, controls, and training
as are reasonably necessary to ensure such compliance.

4.5 Any questions relating to this Policy or to POPIA should be referred to the Information Officer or
to the Deputy Information Officer. In particular, the Information Officer or e Deputy Information
Officer should always be consulted in the following cases:

45.1 if there is any uncertainty relating to the lawful basis on which
personal information is to be collected, held, and/or processed;

45.2 if consent is not being relied upon in order to collect, hold. and/or
process personal information;

45.3 if there is any uncertainty relating to the retention period for any
particular type(s) of personal information;

4.5.4 if any new or amended Privacy Notices or similar privacy-related
documentation are required;

4.5.5 if any assistance is required in dealing with the exercise of a data
subject's rights (including, but not limited to, the handling of data
subject access requests);

4.5.6 if a personal information breach (suspected or actual) has occurred;

4.5.7 if there is any uncertainty relating to security measures (whether
technical or organizational) required to protect personal information;

45.8 if personal information is to be shared with third parties (whether
such third parties are acting as third-party service provider or
operators);

4.5.9 if personal information is to be transferred outside of South Africa

and there are questions relating to the legal basis on which to do so
and legislation, binding corporate rules or agreements that protects
such personal information in third party countries:

4.5.10 when any significant new processing activity is to be carried out, or
significant changes are to be made to existing processing activities,
which will require a POPIA Impact Assessment;

45.11 when personal information is to be used for purposes different to
those for which it was originally collected;

4.5.12 if any automated processing, including profiling or automated
decision- making, is to be carried out; or
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4.5.13 if any assistance is required in complying with the law applicable to
direct marketing by means of electronic communication.

5. THE PROTECTION OF PERSONAL INFORMATION PRINCIPLES

This Policy aims to ensure compliance with POPIA and sets out the following principles with
which any party handling personal information must comply with. Responsible Parties are
responsible for, and must be able to demonstrate, such compliance. All personal information

must be:
5.1 processed lawfully, fairly, and in a transparent manner in relation to the data subject;
5.2 collected for specified, explicit, and legitimate purposes and not further processed in

a manner that is incompatible with those purposes. Further processing for archiving
purposes in the public interest for historical, research or statistical purposes shall not
be considered to be incompatible with the initial purposes;

5.3 adequate, relevant. and limited to what is necessary in relation to the purposes for
which it is processed;

5.4 accurate and, where necessary, kept up to date. Every reasonable step must be taken
to ensure that personal information that is inaccurate, having regard to the purposes
for which it is processed, is erased/destroyed, or rectified without delay;

5.5 kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal information is processed. Personal
information may be stored for longer periods insofar as the personal information will
be processed solely for archiving purposes in the public interest such as for historical.
statistical or research purposes, subject to implementation of the appropriate
safeguards to prevent such records from being used for any other purpose;

5.7 processed in a manner that ensures appropriate security of the personal information,
including protection against unauthorized or unlawful processing and against
accidental loss, destruction, or damage. Using appropriate technical or organizational
measures.

6. THE RIGHTS OF DATA SUBIJECTS
POPIA sets out the following key rights applicable to data subjects:

6.1 the right to be informed;

6.2 the right of access;

6.3 the right of rectification;

6.4 the right to erasure (also known as the “right to be forgotten”);

6.5 the right to restrict processing;

6.6 the right to object; and

6.7 the right with respect to automated decision-making and profiling;

6.8 the right with respect to direct marketing, using electronic communication as a
medium;
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7. LAWFUL FAIR AND TRANSPARENT DATA PROCESSING

7.1 POPIA seeks to ensure that personal information is processed lawfully without adversely
affecting the rights of the data subject. Specifically, the processing of personal information
shall be lawful if at least one of the following applies:

a) the data subject has given consent to the processing of their personal information
for one or more specific purposes;

b) the processing is necessary for the performance of a contract to which the data
subject Is a party, or In order to take steps at the request of the data subject prior
to entering into a contract:

¢) the processing is necessary for compliance with a legal obligation to which the
responsible party is subject;

d) the processing is necessary to protect the legitimate interests of either the data
subject, the responsible party or a third party to whom such information is
supplied; or

e) the processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the responsible party; or

7.2 If the personal information in question is special category personal information (also known
as "special personal information"), at least one of the following conditions must be met:

a) the data subject has given their explicit consent to the processing of such data for
one or more specified purposes (unless the law prohibits them from doing so);

b) the processing is necessary for the purpose of establishment, exercise or defence
of a right or obligation in law;

¢) processing is required to serve an obligation in pubic or international law;

d) the processing relates to special personal information which is deliberately made
public by the data subject;

e) the processing is necessary for the conduct of legal claims or whenever courts are
acting in their judicial capacity;

f) the processing is authorized by the Information Regulator upon successful
application; or

g) the processing is necessary for archiving purposes in the public interest for
historical, research or statistical purposes.

8.  CONSENT

If consent is relied upon as the lawful basis for collecting, holding, and/or processing personal
information, the following shall apply:

8.1 Consent is a clear indication, as far as possible in writing, by the data subject that they
agree to the processing of their personal information. Silence, pre-ticked boxes, or
inactivity do not amount to consent.

8.2 Where consent is given in a document which includes other matters, the section dealing
with consent must be kept clearly separate from such other matters.

8.3 Data subjects are free to withdraw consent at any time and it must be made easy for
them to do so. If a data subject withdraws consent, their request must be honored
promptly, unless such withdrawal of consent will significantly adversely affect the
responsible party.

8.4 If personal information is to be processed for a different purpose that is incompatible
with the purpose or purposes for which that personal information was originally
collected that was not disclosed to the data subject when they first provided their
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10.

11.

12.

consent, consent to the new purpose or purposes may need to be obtained from the
data subject.

8.5 If special personal information is processed, the Company shall normally rely on a lawful
basis other than explicit consent. However, if explicit consent is relied upon, the data
subject must do so in writing.

8.6 Inall cases where consent is relied upon as the lawful basis for collecting, holding, and/or
processing personal information, records must be kept of all consents obtained in order
to ensure that the Company can demonstrate its compliance with consent requirements.

SPECIFIED, EXPLICIT, AND LEGITIMATE PURPOSES

9.1 CSVN collects and processes the personal information set out in Part 24 of this Policy.
This includes:
a) personal information collected directly from data subjects; or
b) personal information obtained from third parties.

9.2 CSVN only collects, processes, and holds personal information for the specific purposes
set out in Part 24 of this Policy (or for other purposes expressly permitted by POPIA).

9.3 Data subjects must be kept informed at all times of the purpose or purposes for which
CSVN uses their personal information. Please refer to Part 16 for more information on
keeping data subjects informed.

ADEQUATE, RELEVANT, AND LIMITED PROCESSING

10.1 CSVN will only collect and process personal information for and to the extent necessary
for the specific purpose or purposes of which data subjects have been informed (or will be
informed) as under Part 9, above, and as set out in Part 24, below.

10.2 Employees, agents, contractors, or other parties working on behalf of CSVN may collect
personal information only to the extent required for the performance of their job duties
and only in accordance with this Policy. Excessive personal information must not be
collected.

10.3 Employees. agents, contractors, or other parties working on behalf of CSVN may process

personal information only when the performance of their job duties requires it. Personal
information held by CSVN cannot be processed for any unrelated reasons.

ACCURACY OF PERSONAL INFORMATION / KEEPING UP TO DATE

11.1 CSVN shall ensure that all personal information collected, processed, and held by it is
kept accurate and up to date. This includes, but is not limited to, the rectification of
personal information at the request of a data subject, as set out in Part 18 below;

11.2 The accuracy of personal information shall be checked when it is collected and, as
determined by each Departmental Head, as and when required having due regard to the
nature and purposes of the personal information;

11.3 If any personal information is found to be inaccurate or out of ate, all reasonable steps will
be taken without delay to amend or erase that data, as appropriate.

RETENTION OF PERSONAL INFORMATION

12.1 CSVN shall not keep personal information for any longer than is necessary in tight of the
purpose or purposes for which that personal information was originally collected, held,
and processed.

12.2 When personal information is no longer required, all reasonable steps will be taken to
erase or otherwise dispose of it without delay.
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13.

14.

12.3 For full details of CSVN's approach to data retention, including retention periods for

specific personal information types held by CSVN please refer to our Personal Information
Retention Policy.

SECURE PROCESSING

13.1

13.2

13.3

CSVN shall ensure that all personal information collected, held, and processed is kept
secure and protected against unauthorized or unlawful processing and against accidental
loss, destruction, or damage. Further details of the technical and organizational measures
which shall be taken are provided in Parts 27 to 28 of this Policy.

All technical and organizational measures taken to protect personal information shall be
regularly reviewed and evaluated to ensure their ongoing effectiveness and the
continued security of personal information.

Data security must be maintained at all times by protecting the confidentiality, integrity,
and availability of all personal information as follows:

a) onlythose with a genuine need to access and use personal information and who are
authorized to do so may access and use it;

b) personal information must be accurate and suitable for the purpose or purposes for
which it is collected, held, and processed; and

¢) authorized users must always be able to access the personal information as required
for the authorized purpose or purposes.

ACCOUNTABILITY AND RECORD-KEEPING

141

14.2

14.3

14.4

14.5

The Information Officer is responsible for administering this Policy and for developing
and implementing any applicable related policies, procedures, and/or guidelines.

CSVN shall follow a "privacy by design" approach at all times when collecting, holding,
and processing personal information. POPIA Impact Assessments shall be conducted if
any processing presents a significant risk to the rights of data subjects (please refer to
Part 15 for further information).

All employees, agents, contractors. or other parties working on behalf of CSVN shall be
given appropriate training in the protection of personal information, addressing the
relevant aspects of POPIA, this Policy. and all other applicable CSVN policies.

CSVN'’s protection of personal information compliance shall be regularly reviewed and
evaluated by means of POPIA Audits.

CSVN shall keep written internal records of all personal information collected, holding,

and processing, which shall incorporate the following information:

a) the name and details of CSVN, its Information Officer, and any applicable operators
with whom personal information is shared,;

b) the purposes for which CSVN collects, holds, and processes personal information;

c) CSVN legal basis or bases (including, but not limited to, consent, the mechanism(s)
for obtaining such consent, and records of such consent) for collecting, holding,
and processing personal information;

d) details of the categories of personal information collected, held, and processed by

CSVN;

e) details of any transfers of personal information outside of South Africa including
security safeguards;
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f) details of how long personal information will be retained by CSVN (please refer to
CSVN’s Personal Information Retention Policy);

g) details of personal information storage, including location(s);

h) detailed descriptions of all technical and organizational measures taken by CSVN
to ensure the security of personal information.

15. IMPACT ASSESSMENTS AND PRIVACY BY DESIGN

15.1 In accordance with the privacy by design principles, CSVN shall carry out POPIA Impact
Assessments for any and all new projects and/or new uses of personal information which
involve the use of new technologies and where the processing involved is likely to result in
a high risk to the rights of data subjects.

15.2 The principles of privacy by design should be followed at all times when collecting, holding,
and processing personal information. The following factors should be taken into
consideration:

a) the nature, scope, context, and purpose or purposes of the collection, holding, and
processing;

b) the state of the art of all relevant technical and organizational measures to be taken;

c) the cost of implementing such measures; and

d) the risks posed to data subjects and to CSVN, including their likelihood and severity.

15.3 The protection of POPIA Impact Assessments shall be overseen by the Information Officer
or Deputy Information Officer and shall address the following:

a) the type/s of personal information that will be collected, held and processed,;

b)  the purpose/s for which personal information is to be used,;

c) CSVN's objectives;

d) how personal information is to be used;

e) the parties (internal and/or external) who are to be consulted;

f) the necessity and proportionality of the data processing with respect of the
purpose/s for which it is being processed;

g)  risks posed to data subjects;

h)  risks posed both within and to CSVN; and

1) proposed measures to minimize and handle identified risks.

16. KEEPING DATA SUBJECTS INFORMED
16.1 CSVN shall provide the information set out in Part 16.2 to every data subject:

a)  where personal information is collected directly from data subjects, those data
subjects will be informed of its purpose at the time of collection: and

b)  where personal Information is obtained from a third party, the relevant data
subjects will be informed of its purpose:

(i) if the personal information is used to communicate with the data subject,
when the first communication is made; or

(ii) if the personal information is to be transferred to another party, before
that transfer is made; or

(iii) as soon as reasonably possible and preferably not more than one month

after the personal information is obtained.
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16.2 The following information shall be provided in the form of a privacy notice:

a) details of CSVN including, but not limited to, contact details, and the names and
contact details of any applicable representatives and its Information Officer;

b) the purpose(s) for which the personal information is being collected and will be
processed (as detailed in Part 22 of this Policy);

c) where applicable, the legitimate interests upon which the Company is justifying its
collection and processing of the personal information;

d)  where the personal information is to be transferred to a third party that is located
outside of South Africa, details of that transfer, including but not limited to the
safeguards in place (see Part 29 of this Policy for further details);

e) details of the data subject’s rights under POPIA;

f) details of the data subject right to withdraw their consent to CSVN processing of
their personal information at any time;

g) details of the data subject’s right to complain to the Information Regulator;

h) details of any automated decision-making or profiling that will take place using the
personal information, including information on how decisions will be made, the
significance of those decisions, and any consequences.

17. DATA SUBIJECT ACCESS

17.1 Data subjects may make subject access requests ("SARs") at any time to find out more about
the personal information which CSVN holds about them, what it is doing with that personal
information, and why;

17.2 Data subjects wishing to make a SAR should do using a Subject Access Request Form,
sending the form to CSVN’s Information Officer;

17.3 Responses to SARs must normally be made within one month of receipt, however, this may
be extended by up to two months if the SAR is complex and/or numerous requests are made.
If such additional time is required, the data subject shall be informed.

17.4 All SAR’s received shall be handled by CSVN's Information Officer and in accordance with
CSVN's Data Subject Access Request Policy & Procedure.

17.5 CSVN may charge a reasonable fee for the handling of normal SARs. CSVN reserves the right
to charge reasonable fees for additional copies of information that has already been
supplied to a data subject, and for requests that are manifestly unfounded or excessive,
particularly where such requests are repetitive.

18. RECTIFICATION OF PERSONAL INFORMATION

18.1 Data subject have the right to require CSVN to rectify any of their personal information
that is inaccurate or incomplete.

18.2 CSVN shall rectify the personal information in question, and inform the data subject of that
rectification, within one month of the data subject informing CSVN of the issue. The
period can be extended by up to two months in the case of complex requests. If such
additional time is required, the data subject shall be informed.

18.3 CSVN may decline a data subject’s request for personal information to be corrected and
will keep a record of such request and the basis for declining the application.
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19. ERASURE OF PERSONAL INFORMATION
19.1 Data subjects have the right to request that CSVN erases the personal information it

19.2

holds about them in the following circumstances:

a) it is no longer necessary for CSVN to hold that personal information with respect to
the purpose(s) for which it was originally collected or processed;

b) the data subject wishes to withdraw their consent given to CSVN holding and
processing their personal information;

¢) the data subject objects to CSVN holding and processing their personal information
(and there is no overriding legitimate interest to allow CSVN to continue doing so)
(see Part 21 of this Policy for further details concerning the right to object);

d) the personal information has been processed unlawfully;

e) the personal information needs to be erased in order for CSVN to comply with a
particular legal obligation.

Unless CSVN has reasonable grounds to refuse to erase personal information, all requests
for erasure shall be complied with, and the data subject informed of the erasure, within
one month of receipt of the data subject's request. The period can be extended by up to
two months in the case of complex requests, if such additional time is required, the data
subject shall be informed.

20. RESTRICTION OF PERSONAL INFORMATION PROCESSING

20.1

Data subjects may request that CSVN ceases processing the personal information it holds
about them. If a data subject makes such a request, CSVN shall retain only the amount
of personal information concerning that data subject (if any) that is necessary to ensure
that the personal information in question is not processed further.

21.0BJECTIONS TO PERSONAL INFORMATION PROCESSING

21.1 Data subjects have the right to object to CSVN processing their personal information

based on legitimate interests or for direct marketing.

21.2 Where a data subject objects to CSVN processing their personal information based on its

21.3

legitimate interests, CSVN shall cease such processing immediately, unless it can be
demonstrated that CSVN's legitimate grounds for such processing override the data
subject's interests, rights, and freedoms, or that the processing is necessary for the
conduct of legal claims.

Where a data subject objects to CSVN processing their personal information for direct
marketing purposes, CSVN shall cease such processing promptly.

22. PERSONAL INFORMATION COLLECTED, HELD, AND PROCESSED

The following personal information is collected, held, and processed by CSVN (for details of data
retention, please refer to CSVN'’s Personal Information Retention Policy):

Information How We Collect the Personal
Information

Identity Information including but not As far as practicably possible directly

limited to identity numbers, drivers from the data subject. If not practicable

licences, passport numbers, names, possible to obtain such information

surnames, company / entity names and directly from you, we will obtain such

registration details, vehicle registration personal information from third parties

numbers, CCTV footage, biometric or public forums where you may have

information such as fingerprint images for | made your personal information

access control. deliberately public.
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Contact and location information including
but not limited to telephone and fax
numbers, email addresses, physical
addresses, postal addresses, geographical
location data.

As far as practicably possible directly
from the data subject. if not practicable
possible to obtain such information
directly from you, we will obtain such
personal information from third parties
or public forums where you may have
made your personal information
deliberately public.

Business information Including but not
limited to ownership, shareholding, job
titles, professions, email communication of
an Implicit or explicit private and
confidential nature, affiliations, products,
services, statutory registration information.

As far as practicably possible directly
from the data subject. If not practicable
possible to obtain such information
directly from you, we will obtain such
personal information from third parties
or public forums where you may have
made your personal information
deliberately public.

Payment information including but not
limited to transaction history, bank
statements, invoices, credit notes, credit |
debit card details, bank account numbers,
credit ratings

As far as practicably possible directly
from the data subject. If not practicable
possible to obtain such information
directly from you, we witl obtain such
personal information from third parties
or public forums where you may have
made your personal information
deliberately public,

Banks and credit rating | consumer data
verification agencies.

Profile information including but not
limited to preferences, customer profiles,
transaction history, etc.

As far as practicably possible directly
from the data subject. If not practicable
possible to obtain such information
directly from you, we will obtain such
personal information from third parties
or public forums where you may have
made your personal information
deliberately public.

Data from third parties including the
verification of information, consumer
profiles, etc.

As far as practicably possible directly
from the data subject. If not practicable
possible to obtain such information
directly from you. We will obtain such
personal information from third parties
or public forums where you may have
made your personal information
deliberately public.

23. DATA SECURITY TRANSFERRING PERSONAL INFORMATION AND COMMUNICATIONS

AND DATA SECURITY : STORAGE

CSVN shall ensure that the following measures are taken with respect to all communications
and other transfers involving personal information:

23.1  All emails containing personal information must be marked “confidentia

an approved disclaimer;
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23.2  Personal information may not be transmitted over a public wireless network;

23.3  Where personal information is to be transferred in hard copy form it should be
passed directly to the recipient or sent using an approved courier service;

23.4  All personal information to be transferred physically, whether in hardcopy form or on
removable electronic media shall be transferred in a suitable container marked
“confidential”;

24. DATA SECURITY - STORAGE
CSVN shall ensure that the following measures are taken with respect to the storage of
personal information:

24.1  All electronic copies of personal information should be stored securely using
passwords;

24.2  All hardcopies of personal information, along with any electronic copies stored on
physical, removable media should be stored securely in a locked box, drawer, cabinet,
locked office or similar;

24.3  All personal information stored electronically should be backed up daily with backups
stored on the Cloud, All backups should be encrypted;

24.4  No personal information should be stored on any mobile device (including but not
limited to laptops, tablets and smartphones), whether such device belongs to CSVN
or otherwise without the formal written approval of the Chief Information Officer and,
in the event of such approval, strictly in accordance with all instructions and limitation
described at the time the approval is given, and for no longer than is absolutely
necessary;

24.5 No personal information should be transferred to any device personally belonging to
an employee, agent, contractor, or other party working on behalf of CSVN and
personal information may only be transferred to devices belonging to agents,
contractors, or other parties working on behalf of CSVN where the party in question
has agreed to comply fully with the letter and spirit of this Policy and of the Protection
of Personal Information Act (which includes demonstrating to CSVN that all suitable
technical and organizational measures have been taken);

25. DATA SECURITY - DISPOSAL

When any personal information is to be erased or otherwise disposed of for any reason
(including where copies have been made and are no longer needed), it should be securely
deleted and/or disposed of. For further information on the deletion and disposal of personal
information, please refer to CSVN's Personal Information Retention Policy.

26. DATA SECURITY : USE OF PERSONAL INFORMATION

CSVN shall ensure that the following measures are taken with respect to the use of personal
information:

a. No personal information may be shared informally and if an employee, agent,
contractor or other party working on behalf of CSVN requires access to any personal
information that they do no already have access to, such access should be formally
requested from the Chief Information Officer;

b. No personal information may be transferred to any employee, agent, contractor or
other party, whether such party is working on behalf of CSVN or not, without the
authorisation of the Chief Information Officer;

c. Personal Information must be handled with care at all times and should not be left
unattended or on view to unauthorized employees, agents, contractors or other
parties any any time;
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d. If personal information is being viewed on a computer screen and the computer in
question is to be left unattended for any period of time, the user must lock the
computer and screen before leaving it;

e.  Where personal information held by CSVN is used for marketing purposes, it shall be
the responsibility of the Director or employee making use of such information to
ensure that the appropriate consent is obtained and that no data subjects have opted
out;

27. DATA SECURITY : IT SECURITY

CSVN shall ensure that the following measures are taken with respect to IT and information
security:

a. All passwords used to protect personal information should be changed regularly and

should not use words or phrases that can be easily guessed or otherwise
compromised. All passwords must contain a combination of uppercase cand
lowercase letters, numbers and symbols;

b. Under no circumstances should any passwords be written down or shared between
any employees, agents, contractors or other parties working on behalf of CSVN,
irrespective of seniority or department. If a password is forgotten, it must be reset
using the applicable method. IT staff do not have access to passwords;

c. All software (including but not limited to applications and operating systems) shall be
kept up to date. CSVN'’s staff shall be respomsible for installing any and all security-
related updates as soon as reasonably and practically possible, unless there are valid
technical reasons not to do so;

d. No software may be installed on any CSVN owned computer or device without the
prior approval of the Head of the Department concerned;

28. ORGANISATIONAL MEASURES

CSVN shall ensure that the following measures are taken with respect to the collection,
holding and processing of personal information :

a. All employees, agents, contractors or other parties working on behalf of CSVN shall
be made fully aware of both their individual responsibilities and the Company’s
responsibilities under the Protection of Personal Information Act and this Policy, and
shall be provided with a copy of this Policy.

b. Ony employees, agents, contractors or other parties working on behalf of CSVN that
need to access to, and use of personal information in order to carry out their assigned
duties correctly shall have access to personal information held by CSVN;

C. All sharing of personal information shall comply with the information provided to the
relevant data subjects and, if required, the consent of such data subjects shall be
obtained prior to the share of their personal information.

d. All employees, agents, contractors or other parties working on behalf of CSVN
handling personal information will be appropriately supervised.

e. All employees, agents, contractors or other parties working on behalf of CSVN
handling personal information shall be required and encouraged to exercise care,
caution and discretion when discussing work-related matters that relate to personal
information, whether in the workplace or otherwise.

f. Methods of collecting, holding and processing personal information shall be regularly
evaluated and reviewed.

g. All personal information held by CSVN shall be reviewed periodically, as set out in
CSVN'’s Personal Information Retention Policy.
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h. The performance of those employees, agents, contractors or other parties working
on behalf of CSVN handling personal information shall be regularly evaluated and
reviewed.

i All employees, agents, contractors or other parties working on behalf of CSVN
handling personal information will be bound to do so in accordance with the
principals of POPIA and this Policy by contract.

j. All agents, contractors or other parties working on behalf of CSVN handling personal
information must ensure that any and all of their employees who are involved in the
processing of personal information are held to the same conditions as those relevant
employees of CSVN arising out of this Policy and POPIA;

k. Where any agent, contractor or other party working on behalf of CSVN handling
personal information fails in their obligations under this Policy that party shall
indemnify and hold harmless CSVN against any costs, liability, damages, loss, claims
or proceedings which may arise out of that failure;

29. TRANSFERRING PERSONAL INFORMATION TO A COUNTRY OUTSIDE SOUTH
AFRICA
29.1  CSVN may from time to time transfer (“transfer” includes making available remotely)
personal information to countries outside of South Africa. POPIA restricts such
transfers to ensure that the level of protection given to data subjects is not
compromised.
29.2  Personal Information may only be transferred to a country outside of South Africa if
one of the following applies :
(a) The personal information transferred to another country is protected by
appropriate legislation; or
(b) Adequate safeguards are in place including binding corporate rules; or
(c) A binding agreement is concluded between CSVN and a third party that offers
adequate protection; or
(d) the transfer is made with the informed and explicit consent of the relevant data
subject(s); or
(e) the transfer is necessary for the performance of a contract between the data
subject and CSVN; or
(f) for the establishment, exercise or defense of legal claims; or
(g) for the benefit of the data subject where is it not reasonably practical to obtain
consent from the data subject and the data subject would most likely not have
objected; or
(h) the transfer is necessary for the conclusion or performance of a contract
concluded in the interest of the data subject between the responsible party and
a third party.
29.3  The Company may transfer personal information to:
(a) Australia where such information is protected under the Privacy Act of 1988;
(b) The United States of America and in accordance with an agreement that offers
an adequate level of protection;
(c) Third parties situate in the European union where such information is protected
under the General Data Protection Regulation (GDPR);
(d) The United Kingdom where such information is protected under the UK Data
Protection Act of 2018;
(aa) Name and Surname;

(bb) Contact Details;

(cc) Addresses;

(dd) Identification documentation;
(ee) Work permits;

(ff) Bank details;
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(gg) Next of Kin information;

(hh)  Vehicle Details (if applicable);

(ii) Fingerprint / retinal images or voice samples for the purposes of
access to the workplace and use of company equipment;

29.4 Employment Equity monitoring Information (Please refer to Part 33 below, for further

29.5

29.6

information);

(a) Age;

(b) Gender;

(c) Ethnicity;
(d) Nationality;
(e) Culture;

Health records (Please refer to Part 34. below, for further information):

(a) Details of sick leave;
(b) Disabilities;
(c) Medical fitness reports;

Employment records:

(a) Interview notes;

(b) CS’s, applications forms, covering letters and similar documents;

(c) Assessments, performance reviews and similar documents;

(d) Details of remuneration including salaries, pay increases, bonuses, commission,
overtime, benefits and expenses;

(e) Details of trade union membership (where applicable). (Please refer to Part 36
below for further information);

(f) Employee monitoring information (Please refer to Part 37 below for further
information);

(g) Records of disciplinary matters including reports and warnings, both formal and
informal;

(h) Details of grievances including documentary evidence, notes from interviews,
procedures followed and outcomes;

30. EMPLOYMENT EQUITY AND BROAD BASED BLACK ECONOMIC EMPOWERMENT
INFORMATION

30.1

30.2

CSVN collects, holds, and processes certain information for the purposes of
Employment Equity and Broad Based Black Economic Empowerment. Some of the
personal information collected for this purpose, such as details of race, gender and
disabilities falls within POPIA's definition of special personal information (see Part 2
of this Policy for a definition). Where possible, such special personal information will
be de-identified. Where special personal information remains, it will be collected,
held, and processed strictly in accordance with the conditions for processing special
personal Information, as set out jn Part 6.2 of this Policy. CSVN's lawful basis for
processing such data is found in the Employment Equity Act, the Broad Based Black
Economic Empowerment Act and relevant regulations.

Non-anonymized special personal information under this part, shall be accessible and
used only by senior management and shall not be revealed to other employees,
agents, contractors, or other parties working on behalf of CSVN, except in exceptional
circumstances where it is necessary to protect the legitimate interests of the
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employee data subject(s) concerned, and such circumstances satisfy one or more of
the conditions set out in Part 6.2 of this Policy.

31. EMPLOYEE HEALTH RECORDS

311

31.2

Health records shall be accessible and used only by department heads, and shall not
be revealed to other employees, agents, contractors, or other parties working on
behalf of CSVN without the express consent of the employee date subject(s) to whom
such data relates, except in exceptional circumstances where it is necessary to protect
the legitimate interests of the employee data subject(s) concerned, and such
circumstances satisfy one or more of the conditions set out in Part 6.2 of this Policy.

Health records will only be collected, held, and processed to the extent required to
justify an employee's absence from work on account of illness and to ensure that
employees are able to perform their work correctly, legally, safely, and without
unlawful or unfair impediments or discrimination.

32. EMPLOYEE MONITORING

32.1

32.2

323

324

CSVN may from time to time monitor the activities of employee data subject. Such
monitoring may include but will not necessarily be limited to internet, email and
telephonic communication monitoring, CCTV monitoring of company property, access
control to the workplace and/or the use of CSVN’s equipment. In the event that
monitoring of any kind is to take place (unless exceptional circumstances, such as the
investigation of criminal activity or a matter of equal severity justified covert
monitoring), employee data subjects will be informed of the exact nature of the
monitoring in advance.

Monitoring should not (unless exceptional circumstances justify it, as above) interfere
with an employee's normal duties.

Monitoring will only take place if CSVN considers that it is necessary to achieve the
benefit it is intended to achieve.  Personal information collected using any such
monitoring will only be collected, held and processed for reasons directly related to
(an necessary for) achieving the intended result and at all times in accordance with
employee data subjects’ rights and CSVN’s obligations under the Protection of
Personal Information Act.

CSVN all ensure that there is no unnecessary intrusion upon employee data subjects’
personal communications or activities, and under no circumstances will monitoring
take place outside of an employee data subjects’ normal place of work or work hours,
unless the employee data subject in question is using CSVN’s equipment or other
facilities including but not limited to CSVN’s email, internet and virtual private
network (“VPN”) service provided by CSVN for employee use, CSVN’s vehicles or
electronic communication storage and computing devices.

33. SHARING PERSONAL INFORMATION OF EMPLOYEE DATA SUBIJECTS

33.1

33.2

CSVN will endeavour to only share employee personal information with third parties
that have specific safeguards are in place such a POPIA compliance policies.
Employee personal information may be shared with clients of CSVN, other employees,
agents, contractors, or other parties working on behalf of CSVN if the recipient has a
legitimate, Job-related need-to-know. If any employee personal information is to be
shared with a third party located outside of South Africa, the provisions of Part 30
above shall also apply.
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333 Where a third-party Operator is used, that Operator shall process personal
information on behalf of CSVN only on the written agreement of CSVN and in
accordance with the guidelines and security measures agreed to.

34. IMPLEMENTATION OF POLICY

This Policy shall be deemed effective as of 1 July 2021. No part of this Policy shall
have retroactive effect and shall thus apply only to matters occurring on or after this
date.

35.  DISCIPLINARY MEASURES

Contravention of this Policy, whether intentionally or not may result in disciplinary
action taken. Such disciplinary action may include corrective measures but does not
exclude the possibility of termination of employment under certain circumstances.

This Policy has been approved by : JOHN PHILIP MORTON
DIRECTOR : MAY 2026
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ANNEXURE A

FORM 2 - REQUEST FOR ACCESS TO RECORD [ ito Regulation 7]
NOTE:
1. Proof of identity must be attached by the Requester.

2. If requests made on behalf of another person, proof of such authorisation, must be attached to
this Form.

TO:
The Information Officer :

Address:

Email address:

Mark with an "X"
[ ] Request is made in my own name [ ] Request is made on behalf of another person.

PERSONAL INFORMATION

Full Names

Identity Number

Capacity in which
request is made (when
made on behalf of
another person)

Postal Address

Street Address

E-mail Address

Contact Numbers TEL (B): Cellular:

Full names of person
on whose behalf
request is made (if
applicable):

Identity Number

Postal Address
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Street Address

E-mail Address

Contact Numbers

TEL (B):

Cellular:

PARTICULARS OF RECORD REQUESTED

Provide full particulars of the record to which access is requested, including the reference number if that
is known to you, to enable the record to be located. (If the provided space is inadequate, please continue
on a separate page and attach it to this form. All additional pages must be signed.)

Description of record
or relevant part of the
record:

Reference number, if
available

Any further particulars
of record

TYPE OF RECORD

(Mark the applicable box with an X')

Record is in written or printed form

Record comprises virtual images (this includes photographs, slides, video recordings, computer-

generated images, sketches, etc)

Record consists of recorded words or information which can be reproduced in sound
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FORM OF ACCESS
(Mark the applicable box with an 'X")

Printed copy of record (including copies of any virtual images, transcriptions and information
held on computer or in an electronic or machine-readable form)

Written or printed transcription of virtual images (this includes photographs, slides, video
recordings, computer-generated images, sketches, etc)

Transcription of soundtrack (written or printed document)

Copy of record on flash drive (including virtual images and soundtracks)

Copy of record on compact disc drive(including virtual images and soundtracks)

Copy of record saved on cloud storage server

Record is held on a computer or in an electronic, or machine-readable form

MANNER OF ACCESS
(Mark the applicable box with an "X')

Personal inspection of record at registered address of public/private body (including listening to
recorded words, information which can be reproduced in sound, or information held on
computer or in an electronic or machine-readable form)

Postal services to postal address

Postal services to street address

Courier service to street address

Facsimile of information in written or printed format (including transcriptions)

E-mail of information (including soundtracks if possible)

Cloud share/file transfer

Preferred language
(Note that if the record is not available in the language you prefer, access may be granted in the language
in which the record is available)

PARTICULARS OF RIGHT TO BE EXERCISED OR PROTECTED

(If the provided space is inadequate, please continue on a separate page and attach it to this Form.
The requester must sign all the additional pages).
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Explain why the record
requested is required for

the exercise or

protection of the
aforementioned right:

FEES
(i) A request fee must be paid before the request will be considered.
(i) You will be notified of the amount of the access fee to be paid.
(iii) The fee payable for access to a record depends on the form in which access is required and the
reasonable time required to search for and prepare a record.
(iv) If you qualify for exemption of the payment of any fee, please state the reason for such
exemption

Indicate which right is to
be exercised or

protected

You will be notified in writing whether your request has been approved or denied and if approved the
costs relating to your request, if any. Please indicate your preferred manner of correspondence:

. Electronic communication
Postal address Email .
(Please specify)
SIGNED at this day of 20
Signature

Requester / Person on whose behalf request is made

FOR OFFICIAL USE

Reference number:

Request received by:
(State Rank, Name And
Sumame of Information Officer)

Date received:

Access fees:

Deposit (if any):

Signature of Information Officer
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ANNEXURE B

FORM 3 - OUTCOME OF REQUEST AND OF FEES PAYABLE [ ito Regulation 8]

Note:
(i) If your request is granted the :

(a) Amount of the depsit, (if any), is payable before your request is processed; and

(b) Requested record/portion of the record will only be released once proof of full payment is received.
(ii) Please use the reference number hereunder in all future correspondence.

Reference number:

TO:
Your request dated, , refers.

1. Yourequested :

Personal inspection of information at registered address of public/private body
(including listening to recorded words, information which can be reproduced in sound,
or infomation held on computer or in an electronic or machine-readable form) is free of
charge. You are required to make an appointment for the inspection of the information
and to bring this Form with you. If you then require any form of reproduction of the
information, you will be liable for the fees prescribed in Annexure B.

2. Yourequested :

Printed copies of the information (including copies of any virtual images, transcriptions and
information held on computer or in an electronic or machine-readable form

Written or printed transcription of virtual images (this includes photographs, slides, video
recordings, computer generated images, sketches etc.)

Transcription of soundtrack (written or printed document)

Copy of information on flash drive (including virtual images and soundtracks)

Copy of information on compact disc drive (including virtual images and soundtracks

Copy of record saved on cloud storage server

3. To be submitted:
Postal services to postal address

Postal services to street address

Courier service to street address

Facsimile of information in written or printed format (including transcriptions)

Email of information (including soundtracks if possible)

Cloud share/file transfer

CSVN PAIA MANUAL 2026



Preferred language:
(Note that if the record is not available in the language you prefer, access may be granted in the
language you prefer, access may be granted in the language in which the record is available)

Kindly note that your request has been:

Approved

Denied, for the following reasons:

4, Fees payable with regard to your request :

Item Cost per Ad-size  |[Number of Total
page or part pages/items
thereof/item

Photocopy

Printed copy

For a copy in a computer-readable form on:
(i) Flash drive
- To be provided by requestor

(ii) Compact disc R40.00
- If provided by requestor R40.00
- If provided to the requestor R60.00

For a transcription of visual images per A4-size Service to be
page outsourced. Will
depend on the

Copy of visual images quotation of the

service provider

Transcription of an audio record, per A4-size R24.00

For a copy of an audio record
(i) Flash drive
- To be provided by requestor

(ii) Compact disc R40.00
- If provided by requestor

- If provided to the requestor R40.00

R60.00
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Postage, e-mail or any other electronic transfer:

Actual costs

TOTAL:
5. Deposit payable (if search exceeds six hours):
[ 1YES [ 1NO

Amount of deposit

Hours of .
(calculated on one third of total amount per

search
request

The amount must be paid into the following Bank account:

Name of Bank:

Name of account holder:

Type of account:

Account number:

Branch Code:

Reference Nr:

Submit proof of payment to:

SIGNED at on this

day of 20

Information officer
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